
Appendix B Page 1 of 22 

APPENDIX B 

STANDARD CLAUSES FOR ALL DEPARTMENT CONTRACTS 

 

TABLE OF CONTENTS 

1. INTEGRATION ......................................................................................................................... 2 

2. EXECUTORY PROVISION ..................................................................................................... 2 

3. CHOICE OF LAW ..................................................................................................................... 2 

4. DISPUTE RESOLUTION ......................................................................................................... 2 

5. WAIVER OF BREACH ............................................................................................................. 3 

6. NEW YORK STATE REQUIREMENTS ................................................................................ 3 

7. OUTSIDE OF SCOPE ............................................................................................................... 3 

8. NON-ASSIGNABILITY ............................................................................................................ 3 

9. NOTIFICATION ........................................................................................................................ 3 

10. INDEMNIFICATION ................................................................................................................ 3 

11. PATENT, COPYRIGHT OR PROPRIETARY RIGHTS INFRINGEMENT..................... 4 

12. DATE/TIME WARRANTY ...................................................................................................... 5 

13. VIRUS WARRANTY ................................................................................................................. 6 

14. TITLE AND OWNERSHIP WARRANTY.............................................................................. 6 

15. USE RESTRICTIONS AND INTELLECTUAL PROPERTY .............................................. 7 

16. OWNERSHIP/TITLE TO PRODUCT DELIVERABLES .................................................... 7 

17. FORCE MAJEURE.................................................................................................................. 10 

18. TIME OF THE ESSENCE ...................................................................................................... 10 

19. RIGHTS AND REMEDIES ..................................................................................................... 10 

20. FEDERAL AND STATE COMPLIANCE ............................................................................. 10 

21. TAXES ....................................................................................................................................... 10 

22. INDEPENDENT CONTRACTOR ......................................................................................... 11 

23. NO THIRD PARTY BENEFICIARIES ................................................................................. 11 

24. HEADINGS OR CAPTIONS .................................................................................................. 11 

25. PARTIAL INVALIDITY ......................................................................................................... 11 

26. CONFLICT OF INTEREST ................................................................................................... 12 

27. AUDIT AUTHORITY .............................................................................................................. 12 

28. CONFIDENTIALITY .............................................................................................................. 13 

29. INFORMATION SECURITY REQUIREMENTS ............................................................... 13 

30. NONDISCLOSURE OF CONFIDENTIAL INFORMATION ............................................ 14 

31. FREEDOM OF INFORMATION LAW ................................................................................ 15 

32. TERMINATION OF AGREEMENT ..................................................................................... 16 

33. CONTRACTOR PERSONNEL .............................................................................................. 17 

34. OPERATIONAL CONTACTS ............................................................................................... 18 

35. SUB-CONTRACTORS ............................................................................................................ 19 

36. PUBLICITY AND COMMUNICATIONS ............................................................................ 20 

37. CONSULTANT DISCLOSURE REQUIREMENTS ............................................................ 20 

38. PROCUREMENT LOBBYING RESTRICTIONS UNDER STATE FINANCE LAW 

SECTIONS 139-J AND 139-K ................................................................................................. 20 

39. VENDOR RESPONSIBILITY ................................................................................................ 21 

40. TAX LAW SECTION 5-A - CERTIFICATION REGARDING SALES AND 

COMPENSATING USE TAXES ............................................................................................ 21 

41. CONTRACT PAYMENT ........................................................................................................ 21 



Appendix B Page 2 of 22 

 

1. INTEGRATION 

The contract executed between the Department and the Contractor (or Purchase Order issued by 

the Department) is hereinafter referred to as this Agreement.  This Agreement, including all 

Exhibits and Appendices, copies of which are attached hereto, and incorporated herein by 

reference, constitutes the entire agreement between the Parties.  All prior agreements, 

representations, statements, negotiations and undertakings are superseded hereby. 

 

All statements made by the Department shall be deemed to be representations and not warranties. 

 

2. EXECUTORY PROVISION 

Section 112 of the State Finance Law requires that any contract made by a State department 

which exceeds fifty thousand dollars ($50,000) in amount be first approved by the Comptroller of 

the State of New York before becoming effective.  The Parties recognize that, if this Agreement 

is for fifty thousand dollars or more, it is wholly executory until and unless approved by the 

Comptroller of the State of New York. 

 

3. CHOICE OF LAW 

The Parties agree that this Agreement shall be interpreted according to the laws of the State of 

New York, except where the federal supremacy clause requires otherwise.  The Contractor shall 

be required to bring any legal proceeding against the Department arising from this Agreement in 

New York State courts located in Albany County. 

 

4. DISPUTE RESOLUTION 

Except as otherwise provided in this Agreement, any dispute raised by the Contractor concerning 

any question of fact or law arising under this Agreement which is not disposed of by mutual 

agreement of the Parties shall be decided initially by the designee of the President of the Civil 

Service Commission (President).  A copy of the written decision shall be furnished to the 

Contractor.  The Parties shall proceed diligently with the performance of this Agreement and 

shall comply with the provisions of such decision and continue to comply pending further 

resolution of any such dispute as provided herein.  The decision of the designee of the President 

shall be final and conclusive unless, within ten (10) Days from the receipt of such decision, the 

Contractor furnishes the President a written appeal.  In the event of an appeal, the President shall 

promptly review the initial decision, and confirm, annul, or modify it.  The decision of the 

President shall be final and conclusive unless, as determined by a court of competent jurisdiction, 
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it violates one of the provisions of Section 7803 of the Civil Practice Law and Rules.  Pending 

final decision of any Article 78 proceeding hereunder, both Parties shall proceed diligently with 

the performance of this Agreement in accordance with the President’s decision. 

 

5. WAIVER OF BREACH 

No term or provision of this Agreement shall be deemed waived and no breach excused, unless 

such waiver or consent shall be in writing and signed by the Party claimed to have waived or 

consented.  No consent by a Party to, or waiver of, a breach under this Agreement shall constitute 

a consent to, a waiver of, or excuse for any other, different or subsequent breach. 

 

6. NEW YORK STATE REQUIREMENTS 

The Contractor acknowledges that it is bound by the terms of Appendix A, Standard Clauses For 

All New York State Contracts, which is attached and incorporated by reference to this 

Agreement. 

 

7. OUTSIDE OF SCOPE 

The Contractor agrees that any and all work performed outside the scope of this Agreement shall 

be deemed to be gratuitous and not subject to any charge, cost or payment of any kind. 

 

8. NON-ASSIGNABILITY 

Neither the rights nor the obligations of the Contractor under this Agreement may be conveyed, 

assigned, delegated, or otherwise transferred in any manner whatsoever by the Contractor, either 

in whole or in part, without the prior written approval of the Department. 

 

9. NOTIFICATION 

All notices permitted or required by this Agreement to be given by one Party to the other shall be 

in writing and shall be transmitted either (1) via certified or registered mail, return receipt 

requested; (2) by facsimile transmission; (3) by personal delivery; (4) by expedited delivery 

service; or (5) by e-mail. 

   

10. INDEMNIFICATION 

The Contractor agrees to indemnify, defend and save harmless the Department, the State, its 

officers, agents and employees, for any claims or losses the Department, the State or any 

individuals may suffer when such claims or losses result from the claims of any person or 

organization for any and all injuries or damages caused by the negligent acts or omissions of the 
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Contractor, its officers, employees, agents, consultants and/or sub-contractors in performance of 

this Agreement.  Furthermore, the Contractor agrees to indemnify, defend and save harmless the 

Department and the State, its officers, agents, and employees from any and all claims or losses 

caused by the acts or omissions of any and all contractors, sub-contractors, consultants and any 

other persons, firms, or corporations furnishing or supplying work, services, materials, or 

supplies in connection with the performance of this Agreement and from all claims and losses 

accruing or resulting to any person, firm or corporation who may be injured or damaged by the 

Contractor in the performance of this Agreement, and against any loss, damages or actions, 

including, but not limited to, costs and expenses, for violation of proprietary rights, copyrights, 

patents, or rights of privacy, arising out of the publication, translation, reproduction, delivery, 

performance, use, or disposition of any material, information or data furnished under this 

Agreement, or based on any libelous or otherwise unlawful matter contained in such material, 

information or data, except as otherwise provided in the Article entitled "Patent Copyright or 

Proprietary Rights Infringement". 

 

The Contractor also shall provide indemnification against all losses, and/or cost expenses 

(including reasonable counsel fees) that may be incurred by reason of the Contractor’s breach of 

any term, provision, covenant, warranty, or representation contained herein and/or in connection 

with the enforcement of this Agreement or any provision hereof. 

 

The Department does not agree to any indemnification provisions in any documents attached 

hereto that require the Department or the State of New York to indemnify or save harmless the 

Contractor or third parties. 

 

Notwithstanding anything to the contrary in this Agreement, neither the Department nor The 

Contractor shall be liable to the other for any special, consequential, or punitive damages, or loss 

of profits or revenues, whether such damages are alleged as a result of tort (including strict 

liability), contract, warranty, or otherwise, arising out of or relating to either Party’s acts or 

omissions under this Agreement. 

 

11. PATENT, COPYRIGHT OR PROPRIETARY RIGHTS INFRINGEMENT 

The Contractor, solely at its expense, shall defend any claim or suit which may be brought 

against the Department or the State for the infringement of United States patents, copyrights or 

proprietary rights arising from the Contractor’s or the Department’s use of any software, 
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equipment, data, materials and/or information of any kind prepared, developed or furnished by 

the Contractor in connection with performance of this Agreement and, in any such suit, shall 

satisfy any final judgment for such infringement.  The Department shall give the Contractor 

written notice for such claim or suit and full right and opportunity to conduct the defense thereof, 

together with full information and all reasonable cooperation. 

 

If principles of governmental or public law are involved, the State of New York may participate 

in the defense of any action identified under this Article, but no costs or expenses shall be 

incurred upon the account of the Contractor without the Contractor’s written consent. 

 

If, in the Contractor’s opinion, any software, equipment, data, materials and/or information 

prepared, developed or furnished by the Contractor is likely to or does become the subject of a 

claim of infringement of a United States patent, copyright or proprietary right, then, without 

diminishing the Contractor’s obligation to satisfy any final award, the Contractor may, with the 

Department’s prior written approval, substitute other equally suitable software, equipment, 

materials, data and/or information.  In the event that an action at law or in equity is commenced 

against the Department arising out of a claim that the Department’s use of any software, 

equipment, materials and/or information under this Agreement infringes on any patent, copyright, 

or proprietary right, such action shall be forwarded by the Department to the Contractor for 

defense and indemnification under this Article and to the Office of the Attorney General of the 

State of New York together with a copy of this Agreement.  If upon receipt of such request for 

defense, or at any time thereafter, the Contractor is of the opinion that the allegations in such 

action, in whole or in part, are not covered by the defense and indemnification set forth herein, 

the Contractor shall immediately notify the Department and the Office of the Attorney General of 

the State of New York, in writing, and shall specify to what extent the Contractor believes it is 

and is not obligated to defend and indemnify under the terms and conditions of this Agreement.  

The Contractor shall in such event protect the interests of the State of New York and shall take 

the steps necessary to secure a continuance to permit the State of New York to appear and defend 

its interest in cooperation with the Contractor, as is appropriate, including any jurisdictional 

defenses which the State shall have. 

 

12. DATE/TIME WARRANTY 

The Contractor warrants that products furnished pursuant to this Agreement shall be able to 

accurately process, date/time data (including, but not limited to, calculating, comparing, and 
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sequencing) transitions, including leap year calculations.  Where a Contractor proposes or an 

acquisition requires that specific products and/or services must perform as a package or system, 

this warranty shall apply to the products and/or services as a system. 

 

Where the Contractor is providing ongoing services, including but not limited to: i) consulting, 

integration, code or data conversion,  ii) maintenance or support services,  iii) data entry or 

processing, or  iv) contract administration services (e.g. billing, invoicing, claim processing), the 

Contractor warrants that services shall be provided in an accurate and timely manner without 

interruption, failure, or error due to the inaccuracy of the Contractor’s business operations in 

processing date/time data (including, but not limited to, calculating, comparing, and sequencing) 

various date/time transitions, including leap year calculations.  The Contractor shall be 

responsible for damages resulting from any delays, errors, or untimely performance resulting 

there from, including but not limited to the failure or untimely performance of such services. 

 

This Date/Time Warranty shall survive beyond termination or expiration of this Agreement 

through a) ninety (90) days or  b) the Contractor’s or product manufacturer/developer’s stated 

date/time warranty term, whichever is longer.  Nothing in this warranty statement shall be 

construed to limit any rights or remedies otherwise available under this Agreement for breach of 

warranty. 

 

13. VIRUS WARRANTY 

Licensed Product contains no viruses, either known to the Contractor or which reasonably should 

have been known to the Contractor exercising due diligence.  The Contractor is not responsible 

for viruses introduced at Licensee's site. 

 

14. TITLE AND OWNERSHIP WARRANTY 

The Contractor warrants, represents and conveys (i) full ownership, clear title free of all liens, or 

(ii) the right to transfer or deliver perpetual license rights to any Products transferred to the 

Department under this Agreement.  The Contractor shall be solely liable for any costs of 

acquisition associated therewith.  The Department may require the Contractor to furnish 

appropriate written documentation establishing the above rights and interests as a condition of 

payment.  The Department’s request or failure to request such documentation shall not relieve the 

Contractor of liability under this warranty. 
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15. USE RESTRICTIONS AND INTELLECTUAL PROPERTY 

The Parties agree that all work by the Contractor for the Department is intended as work for hire.  

The Parties agree that the Contractor’s work is specifically ordered and commissioned for use as 

contributions to a collective work, or is other such work as specified by Section 101(2) of the 

U.S. Copyright Act [17 U.S.C. 101(2)], and is intended to be a work for hire that is made for the 

use and ownership of the State of New York and the Department.  Furthermore, the Department 

and the Contractor agree that the State of New York and the Department are the owners of all 

copyrights regarding the work.  The Contractor warrants to the State of New York and the 

Department that the Contractor, and all of its subcontractors and their employees, who have been, 

or may be used in regard to this Agreement, forfeits all past or future claims of title or ownership 

to the work produced.  

 

Materials such as forms and publications used by the Contractor in the course of its performance 

under this Agreement which have been agreed upon by the Parties as generic materials are 

specifically excluded from this provision. 

 

16. OWNERSHIP/TITLE TO PRODUCT DELIVERABLES 

For purposes of this section, the term “Department” is understood to mean the Department acting 

on behalf of the State. 

 

(A) Definitions 

1. Products:   

A deliverable furnished under this Agreement by or through the Contractor, including 

existing and custom Products, including, but not limited to:  a) components of the 

hardware environment; b) printed materials (including but not limited to training 

manuals, system and user documentation, reports, drawings); c) third party software; d) 

modifications, customizations, custom programs, program listings, programming tools, 

data, modules, components; and e) any properties embodied therein, whether in tangible 

or intangible form (including but not limited to utilities, interfaces, templates, 

subroutines, algorithms, formulas, source code, object code).  

 
2. Existing Products: 

Tangible Products and intangible licensed Products which exist prior to the 

commencement of work under this Agreement.  The Contractor retains the burden of 

proving that a particular product existed before commencement of the Agreement. 
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3. Custom Products: 

Products, preliminary, final or otherwise, which are created or developed by The 

Contractor, or its subcontractors, partners, employees, or agents under this Agreement 

for the benefit of the Department.  

 

(B) Title to Project Deliverables     

The Contractor acknowledges that it is commissioned by the Department to perform 

services detailed in this Agreement.  Unless otherwise specified in writing in this 

Agreement, the Department shall have ownership and/or license rights as follows:   

 

1. Existing Products: 

a)  Hardware - Title and ownership of Existing Hardware Product shall pass to 

 Department upon acceptance. 

 

b) Software - Title and ownership to Existing Software Product(s) delivered by The 

Contractor under this Agreement which is normally commercially distributed on a 

license basis by the Contractor or other independent software vendor/proprietary 

owner (“Existing Licensed Product”), whether or not embedded in, delivered or 

operating in conjunction with hardware or Custom Products, shall remain with the 

Contractor or other independent software vendor/proprietary owner (“ISV”).  

Effective upon acceptance, such Product shall be licensed to the Department in 

accordance with the Contractor or ISV owner’s standard license agreement, 

provided, however, that such standard license, must, at a minimum: (a) grant the 

Department a non-exclusive, perpetual license to use, execute, reproduce, display, 

perform, adapt (unless the Contractor advises the Department as part of the 

Contractor’s bid proposal that adaptation will violate existing agreements or statutes 

and the Contractor demonstrates such to the Department’s satisfaction) and 

distribute Existing Licensed Product to the Department up to the license capacity 

stated in the work order with all license rights  necessary to fully effect the general 

business purpose(s) stated in this Agreement and (b) recognize the State of New 

York as the licensee.   Where these rights are not otherwise covered by the ISV’s 

standard license agreement, the Contractor shall be responsible for obtaining these 

rights at its sole cost and expense.  The Department shall reproduce all copyright 
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notices and any other legend of ownership on any copies authorized under this 

paragraph.   

 

2. Custom Products:  

Effective upon creation of Custom Products, the Contractor hereby conveys, assigns  

and transfers to State the sole and exclusive rights, title and interest in Custom 

Product(s), whether preliminary, final or otherwise, including all trademark and 

copyrights.  The Contractor hereby agrees to take all necessary and appropriate steps to 

ensure that the Custom Products are protected against unauthorized copying, 

reproduction and marketing by or through the Contractor, its agents, employees, or 

subcontractors.  Nothing herein shall preclude the Contractor from otherwise using the 

related or underlying general knowledge, skills, ideas, concepts, techniques and 

experience developed under this Agreement in the course of the Contractor’s business. 

 

Where payment for Custom Product does not involve COPS or other third party 

financing, the Department may, by providing written notice thereof to the Contractor, 

elect in the alternative to take a non-exclusive perpetual license to Custom Products in 

lieu of State taking exclusive ownership and title to such Products.  In such case, the 

Department shall be granted a non-exclusive perpetual license to use, execute, 

reproduce, display, perform, adapt and distribute Custom Product as necessary to fully 

effect the general business purpose(s) as stated herein. 

 

In the event that the Contractor wishes to obtain ownership rights to Custom Product(s), 

the sale or other transfer shall be at fair market value as determined by the Parties at the 

time of such sale or other transfer, and must be pursuant to a separate written agreement 

in a form acceptable to the State which complies with the terms of this paragraph. 

 

3. Documentation, Data & Reports 

The Department shall own title to all documentation, drawings, (e.g., engineering 

drawings, system diagrams, logic/schematics, plans, reports, training, maintenance or 

operating manuals), including network design, equipment configurations and other 

documentation prepared or developed pursuant to this Agreement, whether preliminary, 

final or otherwise.  The Contractor shall deliver to the possession of the Department all 
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work-in-progress documentation as it becomes available, but in no case longer than 

thirty (30) days after creation. 

 

17. FORCE MAJEURE 

Neither Party to this Agreement shall be liable or deemed to be in default for any delay or failure 

in performance under this Agreement resulting directly or indirectly from acts of God, civil or 

military authority, acts of public enemy, wars, riots, civil disturbances, insurrections, accident, 

fire, explosions, earthquakes, floods, the elements, acts or omissions of public utilities or strikes, 

work stoppages, slow downs or other labor interruptions due to labor/management disputes 

involving entities other than the Parties to this Agreement, or any other causes not reasonably 

foreseeable or beyond the control of a Party.  The Parties are required to use best efforts to 

eliminate or minimize the effect of such events during performance of this Agreement and to 

resume performance of this Agreement upon termination or cessation of such events. 

 

18. TIME OF THE ESSENCE 

The Department and the Contractor acknowledge and agree that time is of the essence for the 

Contractor’s performance under this Agreement. 

 

19. RIGHTS AND REMEDIES 

The rights, duties and remedies set forth in this Agreement shall be in addition to, and not in 

limitation of, rights and obligations otherwise available at law. 

 

20. FEDERAL AND STATE COMPLIANCE 

The Contractor shall ensure that its employment practices comply with the Federal Equal 

Opportunity Act of 1972 (P.L. 92-261), as amended. 

 

The Contractor shall ensure compliance with the Americans With Disabilities Act (42 USC 

§2101 et. seq.) such that programs and services provided during the course of performance of this 

Agreement shall be accessible under Title II of the Americans With Disabilities Act and as 

otherwise applicable under the Americans With Disabilities Act. 

 

21. TAXES 

It shall be understood that the Department, as an agency of the State of New York, is not liable 

for the payment of any sales, use, excise, or other form of tax however designated, levied or 
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imposed, and shall agree to reimburse the Contractor for same only if taxes would have been 

incurred through the Department's normal business operations. 

 

22. INDEPENDENT CONTRACTOR 

The Parties agree that the Contractor is an independent contractor, and the Contractor, its 

officers, employees, agents, consultants and/or sub-contractors in the performance of this 

Agreement shall act in an independent capacity and not as agents, officers or employees of the 

State or the Department.  Neither the Contractor nor any sub-contractor shall thereby be deemed 

an agent, officer, or employee of the State.  The Contractor agrees, during the term of this 

Agreement, to maintain at the Contractor’s expense those benefits to which its employees would 

otherwise be entitled by law, including health benefits, and all necessary insurance for its 

employees, including worker’s compensation, disability and unemployment insurance, and to 

provide the Department with certification of such insurance upon request.  The Contractor 

remains responsible for all applicable federal, State, and local taxes, and all FICA contributions. 

 

23. NO THIRD PARTY BENEFICIARIES 

Nothing contained in this Agreement, expressed or implied, is intended to confer upon any 

person, corporation, other than the Parties hereto and their successors in interest and assigns, any 

rights or remedies under or by reason of this Agreement. 

 

24. HEADINGS OR CAPTIONS 

The headings or captions contained within this Agreement are intended solely for convenience 

and reference purposes and shall in no way be deemed to define, limit or describe the scope or 

intent of this Agreement or any provisions thereof. 

 

25. PARTIAL INVALIDITY 

Each Party agrees that it shall perform its obligations under this Agreement in accordance with 

all applicable federal and State laws, rules, and regulations, policies and/or guidelines now or 

hereafter in effect.  If any term or provision of this Agreement shall be found to be illegal or 

unenforceable, then, notwithstanding such term or provision, this Agreement shall remain in full 

force and effect, and such term or provision shall be deemed stricken. 
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26. CONFLICT OF INTEREST 

The Contractor shall ensure that its officers, employees, agents, consultants and/or sub-

contractors comply with the requirements of the New York State Public Officers Law ("POL"), 

as amended, including but not limited to Sections 73 and 74, as amended, with regard to ethical 

standards applicable to State employees, and particularly POL sections 73(8)(a)(i) and (ii) 

regarding post-employment restrictions affecting former State employees.  Additionally, the 

Contractor shall ensure that no violation of these provisions will occur by reason of the 

Contractor's proposal for or negotiation and execution of this Agreement or in its delivery of 

services pursuant to this Agreement.  If, during the term of this Agreement, the Contractor 

becomes aware of a relationship, actual or potential, which may be considered a violation of the 

POL or which may otherwise be considered a conflict of interest, the Contractor shall notify the 

Department in writing immediately.  Should the Department thereafter determine that such 

employment is inconsistent with State law; the Department shall so advise the Contractor in 

writing, specifying its basis for so determining, and may require that the contractual or 

employment relationship be canceled.  Failure to comply with these provisions may result in 

suspension or cancellation of this Agreement and criminal proceedings as may be required by 

law. 

 

The Contractor is required to make full disclosure of any circumstances that could affect its 

ability to perform in complete compliance with the POL.  Any questions as to the applicability of 

these provisions should be addressed by the Contractor to the New York State Ethics 

Commission, 540 Broadway, Albany, NY 12207 (518) 408-3976. 

 

27. AUDIT AUTHORITY 

The Contractor acknowledges that the Department and the Office of the State Comptroller have 

the authority to conduct financial and performance audits of the Contractor’s delivery of Program 

Services in accordance with this Agreement and any applicable State and federal statutory and 

regulatory authorities.  Such audit activity may include, but not necessarily be limited to, the 

review of documentary evidence to determine the accuracy and fairness of all items on the 

Contractor's submission of claims for payment under this Agreement, and the review of any and 

all activities relating to the Contractor’s administration of this Agreement. 

 

The Contractor shall make available documentary evidence necessary to perform such reviews.  

Documentation made available by the Contractor may include, but is not limited to, source 
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documents, books of account, subsidiary records and supporting work papers, claim 

documentation and pertinent contracts and correspondence. 

 

The audit provisions contained herein shall in no way be construed to limit the audit authority or 

audit scope of the Office of the State Comptroller as set forth in Appendix A of this Agreement - 

Standards Clauses for All New York State Contracts. 

 

28. CONFIDENTIALITY 

All records maintained by the Contractor and relating to this Agreement are confidential and 

shall be used by the Contractor and its officers, employees, and subcontractors or agents solely 

for the purpose of carrying out its obligations under this Agreement.  Except as directed by a 

court of competent jurisdiction or as may be permitted or required by applicable New York State 

or federal law or regulations, no such records may be otherwise used or released to any person by 

the Contractor, its employees, subcontractors or agents, either during the term of this Agreement 

or in perpetuity thereafter.  Deliberate or repeated accidental breach of this provision may, at the 

sole discretion of the Department, be grounds for termination of this Agreement. 

 

The Contractor shall promptly advise the Department of all requests made to the Contractor for 

information regarding the performance of services under this Agreement, including any information 

provided by the Department, except as required by subcontractors or agents solely for the purpose of 

carrying out obligations under this Agreement or as required by law. 

 

The Contractor shall be responsible for assuring that any agreement between the Contractor and 

any of its officers, agents and employees or applicable subcontractors contains a provision that 

conforms strictly to the provisions of this article. 

 

29. INFORMATION SECURITY REQUIREMENTS 

In accordance with the Information Security Breach and Notification Act (ISBNA) (General 

Business Law §889-aa, State Technology Law §208), Contractor shall be responsible for 

complying with provisions of the ISBNA and the following terms contained herein with respect 

to any private information (as defined in ISBNA) received by Contractor under this Project 

(Private Information) that is within the control of the Contractor either on the Department's 

information security systems or the Contractor's information security system (System).  In the 

event of a breach of the security of the System (as defined by ISBNA), Contractor shall 
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immediately commence an investigation, in cooperation with the Department, to determine the 

scope of the breach and restore security of the System to prevent any further breaches. Contractor 

shall also notify the Department of any breach of the security of the System immediately 

following discovery of such breach. 

 

Except as otherwise instructed by the Department, Contractor shall, to the fullest extent possible, 

first consult with and receive authorization from the Department prior to notifying any 

individuals, the State Office of Cyber Security and Critical Infrastructure Coordination  (CSCIC), 

the State Consumer Protection Board and the Office of the Attorney General (OAG) or any 

consumer reporting agencies of a breach of the security of the System or concerning any 

determination to delay notification due to law enforcement investigations.  Contractor shall be 

responsible for providing the notice to all such required recipients and for all the costs associated 

with providing such notice.  Contractor shall be liable for any other costs associated with 

noncompliance of ISBNA if caused by the Contractor or Contractor’s agents, officers, 

employees, or subcontractors.  Nothing herein shall in any way impair the authority of the OAG 

to bring an action against the Contractor to enforce the provisions of ISBNA or limit Contractor's 

liability for any violation of the ISBNA.  Additional information relative to the law and the 

notification process is available at:  http://www.cscic.state.ny.us/security/securitybreach 

Contemporaneous with the execution of this Agreement, the Contractor and its designees shall 

execute the Department’s Third Party Connection and Data Exchange Agreement and any other 

protocol required by the Department, and shall ensure its employees, agents and designees 

complete the related Third Party Acceptable Use Policy and Agreement if applicable, to ensure 

the security of data transmissions and other information related to the administration of this 

Agreement.  This request may be waived by the Department in its sole discretion. 

 

30. NONDISCLOSURE OF CONFIDENTIAL INFORMATION 

Except as may be required by applicable law or a court of competent jurisdiction, the Contractor, 

its officers, agents, employees, and subcontractors shall maintain strict confidence with respect to 

any Confidential Information to which the Contractor, its officers, agents, employees, and 

subcontractors have access in the course of The Contractor’s performance under this Agreement.  

For purposes of this Agreement, all State information of which The Contractor, its officers, 

agents, employees and subcontractors becomes aware during the course of performing services 

for the Department shall be deemed to be Confidential Information (oral, visual or written).  

http://www.cscic.state.ny.us/security/securitybreach
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Notwithstanding the foregoing, information that falls into any of the following categories shall 

not be considered Confidential Information: 

 
(a) information that is previously rightfully known to the receiving party without restriction on 

disclosure; 

 
(b) information that becomes, from no act or failure to act on the part of the receiving party, 

generally known in the relevant industry or is in the public domain; and 

  
(c) information that is independently developed by The Contractor without use of confidential 

information of the State. 

 

The Contractor shall hold the State and the Department harmless from any loss or damage to the 

State or the Department resulting from the disclosure by the Contractor, its officers, agents, 

employees, and subcontractors of such Confidential Information. 

 

The Contractor shall provide for its officers, agents, employees, and subcontractors to 

acknowledge and execute a nondisclosure agreement containing substantially the terms described 

in this section, if requested to do so by the Department or the State. 

This representation shall survive termination of this Agreement. 

 

31. FREEDOM OF INFORMATION LAW 

Disclosure of information and material provided to the Department by the Contractor in the 

course of the Contractor’s performance under this Agreement shall be permitted consistent with 

the laws of the State of New York, and specifically the Freedom of Information Law (FOIL), 

Article 6 of the Public Officers Law.  The Department shall take reasonable steps to protect from 

public disclosure any of the records relating to the Contractor’s performance under this 

Agreement that otherwise are exempt from disclosure under FOIL. 

 

If the Contractor believes that any information or material provided to the Department constitutes 

trade secret information that should be exempted from FOIL disclosure, the Contractor must, at 

the time of the materials’ submission, request the exemption in writing, specifically identifying 

the material by page number, line, or other appropriate designation, and provide a particularized 

explanation as to why the material constitutes trade secret information and how the disclosure of 

the identified information would cause substantial injury to the Contractor’s competitive position.  

The material sought to be protected from disclosure must be clearly marked in yellow highlighter 
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on a duplicate copy of the submission and may be provided in hardcopy or on a CD.  Generically 

marking all material as “Confidential” will not be considered adequate for the purpose of this 

section. 

 

The Department’s receipt of the Contractor’s submission of material and the Contractor’s request 

for protection of the material from FOIL disclosure does not constitute a determination that the 

information is exempt from disclosure under FOIL.  In the event any information or material is 

requested pursuant to FOIL, the Department will address each party’s interests fully in 

accordance with the procedures required by Article 6 of the Public Officers Law. 

 

32. TERMINATION OF AGREEMENT 

In addition to any termination provisions specified elsewhere in this Agreement, the following 

provisions also shall apply: 

 

The Agreement may be terminated by mutual written agreement of the Parties. 

 

The Agreement may be terminated by the Department for cause upon the failure of the 

Contractor to comply with the terms and conditions of this Agreement, including any exhibits 

incorporated herein, provided that the Department shall give the Contractor written notice via 

registered or certified mail, return receipt requested, or hand delivery, such written notice to 

specify the Contractor’s failure and the termination of this Agreement.  Termination shall be 

effective ten (10) Business Days after receipt of such notice unless the Contractor, in the opinion 

of the Department, has cured such failure.  The Contractor agrees to incur no new obligations nor 

to claim for any expenses made after receipt of the notification of termination.  Upon termination 

for cause, the Department shall have the right to award a new contract to another contractor.  

Termination for cause shall create a liability upon the Contractor for actual damages incurred and 

for all reasonable additional costs incurred in reassigning this Agreement.  

 

The Agreement may be terminated if the Department deems that termination would be in the best 

interest of the State provided that the Department shall give written notice to the Contractor not 

less than thirty (30) Days prior to the date upon which termination shall become effective, such 

notice to be made via registered or certified mail, return receipt requested or hand delivered.  The 

date of such notice shall be deemed to be the date of postmark in the case of mail or the date of 

hand delivery.  
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The Agreement may be terminated immediately in the event the Department determines that 

funds are unavailable.  The Department agrees to provide notice to the Contractor as soon as it 

becomes aware that funds are unavailable in the event of termination under this paragraph.  If the 

initial notice is via oral notification, the Department shall provide written notice immediately 

thereafter.  The Department shall be obligated to pay the Contractor only for the expenditures 

made and obligations incurred by the Contractor until such time as notice of termination or 

received either orally or in writing by the Contractor from the Department. 

 

In the event of termination for any reason, the Contractor shall not incur new obligations for the 

terminated portion.  The Contractor agrees, after consultation with the Department, to cancel 

such outstanding obligations as the Contractor deems appropriate in the exercise of sound 

business judgment. 

 

Upon termination of this Agreement each Party shall, if applicable, return to the other all papers, 

materials, and other properties of the other Party held by each for purposes of performance under 

this Agreement.  In addition, each Party shall assist the other Party in orderly termination of this 

Agreement and the transfer of all aspects hereof, tangible, and intangible, as may be necessary to 

ensure the orderly administration of the State program. 

 

33. CONTRACTOR PERSONNEL 

The Contractor shall designate an Account Executive, who shall be the contact person for all 

matters arising under this Agreement. 

 

The Contractor agrees to be solely responsible for the recruitment, hiring, provision of 

employment benefits, payment of salaries, and management of its personnel.  These functions 

shall be carried out by the Contractor in accordance with the provisions of this Agreement and 

with all applicable federal and State laws and regulations. 

 

The Contractor is required to commit key personnel for the administration of all aspects of this 

Agreement.  In the event that any of the key personnel will be or are unavailable for the 

performance of their duties, the Contractor will designate and propose to the Department an 

equally qualified alternate with full authority to act for the unavailable key person. 
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The Contractor shall notify the Department in writing of any changes in the key personnel 

designated for performance of this Agreement.  This shall include any changes in the personnel 

designated to bind the Contractor. 

 

The Department reserves the right to demand the reassignment or cancellation of assignment to 

duties under this Agreement of any Contractor personnel so assigned.  The Department shall not 

exercise the authority unreasonably.  The Contractor agrees to replace any employees so 

reassigned or canceled with an employee of equal or better qualifications.  If the Department 

exercises its right under this provision, it agrees to provide written notice to the Contractor 

setting forth its reasons with specificity. 

 

34. OPERATIONAL CONTACTS 

The Contractor shall maintain appropriate corporate and/or legal authority, which shall include, 

but not be limited to, the maintenance of an administrative organization capable of delivering 

Program Services in accordance with this Agreement and the authority to do business in the State 

of New York or any other governmental jurisdiction in which these Services are to be delivered 

pursuant to this Agreement.  The Contractor also shall maintain operations, financial and legal 

staff that shall be directly available to the Department’s operations, financial and legal staff, 

respectively.  For purposes of this Agreement, maintenance of such staff and staff availability by 

the Contractor shall in no way create any agency relationship between the Department and the 

Contractor. 

 

The Contractor acknowledges and agrees that no aspect of the Contractor's performance under 

this Agreement is contingent upon Department personnel or the availability of Department 

resources, with the exception of all proposed actions of the Contractor specifically identified in 

this Agreement as requiring the Department approval.  With respect to such approval, the 

Department shall act promptly and in good faith. 

 

The Contractor must cooperate fully with any other contractors who may be engaged by the 

Department relative to the State program and this Agreement. 

 

The Contractor must ensure that all contacts by the Contractor personnel with other New York 

State agencies, external organizations (Federal Agencies, Unions, etc.) which result in any 

charge, cost or payment of any kind, must receive prior written authorization from the 

Department's Contract Manager. 
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35. SUB-CONTRACTORS 

The Contractor may arrange for specified portions of its responsibilities under this Agreement to 

be subcontracted to a qualified organization.  In such situations, said sub-contractors must be 

clearly identified and the nature and extent of their involvement in and/or proposed performance 

under this Agreement must be fully explained by the Contractor to the Department.  The 

Contractor retains the ultimate responsibility for all services performed under this Agreement.  

The Department reserves the right to approve any subcontracts entered into by the Contractor for 

the delivery of Program Services under this Agreement. 

 

All subcontracts shall be in writing and shall contain provisions, which are functionally identical 

to, and consistent with, the provisions of this Agreement.  Such functionally identical and 

consistent provisions shall include, but not be limited to, the following provisions of this 

Agreement: Appendix A - Standard Clauses For All New York State Contracts;  Appendix B - 

Standard Clauses for All Department Contracts; the Articles pertaining to Audit Authority and 

Confidentiality, and such other Agreement Articles as may be specified by the Department. 

 

A copy of any proposed subcontract relating to the Contractor’s performance under this 

Agreement shall be furnished to the Department before its execution for the Department’s review 

and approval.  The Department will review the document(s) and advise the Contractor of its 

approval or disapproval within 30 days. 

 

The Contractor shall give the Department immediate notice in writing of the initiation of any 

legal action or suit which relates in any way to a subcontract or which may affect the 

performance of the Contractor’s duties under this Agreement. 

 

The Department’s requirement of prior approval of any subcontract under this Agreement shall 

not make the Department or the State of New York a party to any subcontract or create any right, 

claim, or interest in the sub-contractor or proposed sub-contractor against the Department. 

Any subcontract shall not relieve the Contractor in any way of any responsibility, duty and/or 

obligation of this Agreement. 
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36. PUBLICITY AND COMMUNICATIONS 

The Contractor shall ensure that all requests for the Contractor's participation in events where the 

Contractor will be participating on behalf of the Department receive prior written authorization 

from the Department. 

 

No public discussion or news releases relating to this Agreement shall be made or authorized by 

the Contractor or the Contractor's agent without the prior written approval of the Department, 

which written approval shall not be unreasonably withheld or delayed provided, however, that 

Contractor shall be authorized to provide copies of this Agreement and answer any questions 

relating thereto to any State or federal regulators or, in connection with its financial activities, to 

financial institutions for any private or public offering. 

 

37. CONSULTANT DISCLOSURE REQUIREMENTS 

Unless directed otherwise by the Department, the Contractor shall demonstrate its compliance 

with Chapter 10 of the Laws of 2006 throughout the term of this Agreement by submitting to the 

Department and to the Office of the State Comptroller a “State Consultant Services - Contractor’s 

Annual Employment Report”  for each State Fiscal Year.  Such report shall be due no later than 

May 15
th

 of each year following the end of the State Fiscal Year being reported.  Such report 

shall be required of any contract that includes services for analysis, evaluation, research, training, 

data processing, computer programming, engineering, environmental, health and mental health 

services, accounting, auditing, paralegal, legal, or similar services.  Such report shall conform 

with Bulletin No. G-226 – Form B as issued by the Office of the State Comptroller.  The report 

must be submitted to the Office of the State Comptroller, Bureau of Contracts, 110 State Street, 

11
th

 floor, Albany, NY 12236, ATTN: Consultant Reporting; and to the Department’s Contract 

Manager. 

 

38. Procurement Lobbying Restrictions Under State Finance Law sections 139-j and 139-k 

The Contractor certifies that all information that it has provided or will provide to the Department 

pursuant to State Finance Law sections 139-j and 139-k is complete, true, and accurate, including 

but not limited to information regarding prior determinations of non-responsibility within the past 

four years based upon (i) impermissible contacts of other violations of SFL section 139-j, and (ii) 

the intentional provision of false or incomplete information to a governmental entity. 
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The Department reserves the right to terminate this Agreement in the event it is found that the 

Contractor’s certification of its compliance with SFL sections 139-j and 139-k was intentionally 

false or intentionally incomplete.  Upon such finding, the Department may exercise its right to 

terminate this Agreement by providing written notification to the Contractor in accordance with 

Section 9 of this Appendix. 

 

39. VENDOR RESPONSIBILITY 

The Contractor is required to provide the Department with an updated Vendor Responsibility 

Questionnaire when requested to do so by the Department throughout the term of this Agreement.  

Regardless, the Contractor is required to report to the Department any material changes in the 

information reported in its initial Vendor Responsibility Questionnaire. 

 

40. TAX LAW SECTION 5-A - CERTIFICATION REGARDING SALES AND 

COMPENSATING USE TAXES 

In the event the value of this Agreement exceeds $100,000, the Contractor must file a properly 

completed Form ST-220-CA with the Department and a properly completed Form ST-220-TD 

with the Department of Taxation & Finance before this Agreement may take effect. 

 

In addition, after this Agreement has taken effect, the Contractor must file a properly completed 

Form ST-220-CA with the Department if this Agreement’s term is renewed; further, a new Form 

ST-220-TD must be filed with the Department of Taxation & Finance if no ST-220-TD has been 

filed by the Contractor or if a previously filed Form ST-220-TD is no longer correct and 

complete. 

 

41. CONTRACT PAYMENT 

Contractor shall provide complete and accurate billing invoices to the Department in order to 

receive payment.  Billing invoices submitted to the Department must contain all information and 

supporting documentation required by the Contract, the Department and the State Comptroller.  

Payment for invoices submitted by the Contractor shall only be rendered electronically unless 

payment by paper check is expressly authorized by the Commissioner, in the Commissioner’s 

sole discretion, due to extenuating circumstances.  Such electronic payment shall be made in 

accordance with ordinary State procedures and practices.  The Contractor shall comply with the 

State Comptroller’s procedures to authorize electronic payments.  Authorization forms are 

available at the State Comptroller’s website at www.osc.state.ny.us/epay/index.htm, by e-mail at 

http://www.osc.state.ny.us/epay/index.htm
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epunit@osc.state.ny.us, or by telephone at 518-474-4032.  Contractor acknowledges that it will 

not receive payment on any invoices submitted under this Contract if it does not comply with the 

State Comptroller’s electronic payment procedures, except where the Commissioner has 

expressly authorized payment by paper check as set forth above. 

 

January 2010 
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